MamaATKa ana obyyarowmxca o6 nHpopmaumoHHON BesonacHoCTU AeTen

Henb3a

OcTOpOrKHO

Mo»KHO

Bcem noapsa coobulatb CBOO YacTHYO MHPOpMaLMIo (HacToslme nmsa, bamnamio,
TenedoH, agpec, HoMep WKOAbI, a TakKe GpoTorpadun cBou, CBoel cembm 1 Apy3en);

OTKpbIBaTb BAOXKEHHbIE Gpalinbl 3NEKTPOHHOM NOYTbI, KOrAa He 3Haelb OTNpaBuTens;
MpybuTb, NPNANPaTLCA, OKa3biBaTh AABNEHUNE - BECTU Cebs HEBEX/INMBO U arpPeccuMBHO;

He pacnopssaica geHbramu TBoel cemby 6e3 paspeLleHna cTapLimx - Bceraa
cnpalwueai pogutenen;

He BcTpeyanca c MHTepHET-3HAKOMbIMM B PeaNbHOM KU3HM - NOCOBETYMNCSA CO
B3pPOC/IbIM, KOTOPOMY A0BepAELLb.

He Bce nMwyT npasay. Yntaewsb o cebe Henpasay B MHTepHeTe - coobwm 06 aTom
CBOMM POAMTENAM UK OMEKYHAM;

MpurnaluatoT nepenuncbiBaTbea, UrpaTb, 0BMeHMBaTLCA - NPOBEPb, HET /M NOABOXa;
HesakoHHoe KonupoBsaHue dalinos B MHTepHeTe - BOPOBCTBO;
Bcerga pacckasbiBali B3poC/ibiM 0 Npobiiemax B CETU - OHU BCeraa NomoryT;

Mcnonb3yit HacTpoiKkm 6€30nacHOCTU U NPUBATHOCTM, YTODbI HE NOTEPATL CBOU
aKKayHTbl B couceTax 1 Apyrux nopranax.

YBarkalt Apyrux nonb3oBaTenemn;
Monb3yewbcs MHTEPHET-UCTOYHMKOM - AeNall CCbI/IKY Ha Hero;
OTKpbIBali TONbKO Te CCbI/IKK, B KOTOPbIX YBEPEH;

O6paLLl,aTbCﬂ 3a NOMOLWbIO B3POC/bIM - pOAUTENIN, ONEKYHbLI U aAMUHUCTPALUA canToB
Bceraa noOmoryT.

NHpOopMaLMOHHan NamaATKa ANa 06y4YaloWwmxca ANa pa3smeLleHnsa Ha oduLManbHbIX MHTePHET-pecypcax

C KaxKgblM roaom MONOAEXKMN B UHTEepHETE CTaHOBUTbLCA 60)1bLLIe, a WKOJMIbHUKN OAHUN U3 CaMbIX aKTUBHbIX
nonb3oBaTesnemn PyHeTa. Mexay Tem, NOMMMO OFPOMHOTO KONMYeCTBa BO3MOHOCTEMN, UHTEPHET HECET U

I'IpO6J'IeMbI. OTa NaMATKa A0/IKHA NOMOYb Tebe 6e3onacHo HaXxoaunTbCA B CETU.

KomnbloTepHble BUPYChI

KOMI'IbIOTeprIﬁ BUPYC - 3TO PAa3HOBUOHOCTb KOMMbIOTEPHbBIX MPOrpamm, OT/INYNTENIbHON 0COBEHHOCTbIO

KOTOpOl\;I ABNSETCA CNOCOBHOCTH K pPa3MHOXeHMI0. B onoaHeHMe K 3TOMY, BUPYCbl MOTYT NOBPeaAnTb UK

NOJIHOCTbIO YHUUTOXKMUTb BCe dalisibl U AaHHbIE, MOAKOHTPO/IbHbIE MO/1b30BATEN0, OT UMEHU KOTOPOTro
6blna 3anyLieHa 3aparKeHHaa NPOrpamma, a TakKe NoBPeAnTb UAN AAXKE YHUUTOXKUTb ONepaLMoHHYHO
cucTemy co Bcemu paitnamm B LieIoM. B 60/1bLIMHCTBE CyYaeB pacnpoCcTpaHATCA BUPYChI Yepes

UHTEPHET.



MeToabl 3aWunTbl OT BPEOOHOCHbIX MPOrpamm:

1. MCI'IO/'Ib3yﬁ coBpeMEHHbIe onepaulMoOHHbIE CUCTEMbBI, UMEIOLLLNE Cepbe3Hblﬁ YpOoBEHb
3alWNTbl OT BPeAOHOCHbIX NPOorpamm,;

2. [loCTOAHHO yCTaHaBAMBaM NayTh (LMbpPOBbIE 3aNNaTKKU, KOTOPble aBTOMATUYECKHM
YCTaHaBAMBAIOTCA C Lie/1bo A0PabOoTKM Nporpammel) U gpyrme ob6HoBAEHMA CBOE
onepaunoHHoOMn cuctembl. CKaumBam Ux ToNbKO € odULMaNbHOrO caliTa pa3paboTumKa
OC. Ecnv cyLLecTBYeT pexXMm aBTOMATUYECKOTro OOHOBAEHWSA, BKAOUYM €r0;

3. Pabotali Ha cBoem KOMMNblOTEPE NoA NpaBamMu NONb30BATENIA, @ HE aAMUHUCTPATOPA.
OTO He NO3BOAUT 60}'IbLLIVIHCTBy BPEAOHOCHbIX NpOorpamMmm MHCTaNZIMPOBATbCA Ha TBOEM
NepCcoHa/IbHOM KOMMbHOTEPE;

4. Wcnonb3yih aHTUBUPYCHbIE NPOTrPamMMHble NPOAYKTbI M3BECTHbIX NPOU3BOAUTENEN, C
aBTOMaTUYeCKUM obHoBNeHMeMm bas3;

5. OrpaHuyb PU3NYECKMIA AOCTYN K KOMMbIOTEPY A1 MOCTOPOHHUX NNLL;

6. Wcnonb3yn BHELWHWE HOCUTENN MHDOPMALLMK, TaKME KaK daeLlKa, AUCK nan dann ns
WHTEPHETA, TO/IbKO U3 NPOBEPEHHbIX UCTOYHUKOB;

7. He oTKpbiBali KOMMbloTepHble paiibl, NOSYYEHHbIE U3 HEHAZAEKHbIX MCTOYHUKOB. Jake
Te ¢annbl, KOTOpble NPUCaas TBOM 3HAKOMbIN. Jlydlle YTOYHU Y HEro, oTnpas/Aaa i OH
Tebe ux.

Cetn WI-FI

Wi-Fi - 3To He BMA nepeaayn AaHHbIX, He TEXHOOMNSA, @ BCEro Nnwb 6peHs, mapKa. Ewe 8 1991 roay
HUAepnaHACKaa KomnaHus 3apeructpmposana 6peng "WECA", yTo 0603Ha4ano cioBoCOYETaHME
"Wireless Fidelity", koTopblin nepeBoanTcs Kak "becnpoBoaHas TOYHOCTb".

[o Hawero BpemeHu golwna apyraa abbpesuaTtypa, KOTopas ABAAECTCA TaKOW Xe TexHonornein. 1o
abbpesunatypa "Wi-Fi". Takoe HasBaHWe 6bIJ10 A4aHO C HAMEKOM Ha CTaHAaPT BbICLLE 3BYKOBOM TEXHUKM
Hi-Fi, 4To B nepeBoge 03Ha4aeT "BblCOKaA TOYHOCTbL".

[a, 6becnnatHbli MHTEPHET-JOCTYN B Kade, OTeNAX U a3ponopTax ABMAETCA OT/IMYHOM BO3MOMXKHOCTbIO
BbIXOAa B MHTEPHET. HO MHOTMe 3KcnepTbl CYMTatOT, YTo 0b6LeaocTynHble Wi-Fi ceTn He ABnsAtoTCA
6e3onacHbIMM.

CoBeTbl No 6e3onacHocTM paboTbl B 06WeaocTynHbix cetax Wi-fi:

1. He nepegnaBali cBOO AMYHYIO MHbOPMaUMIO Yepes obleaocTynHble Wi-Fi ceTn. PaboTas
B HUX, KenaTeNbHO He BBOAWUTb NApO/M AOCTYNa, IOTMHbI U KaKMe-To Homepa;

2. Wcnonb3syi n 06HOBAAN aHTUBUPYCHbIE NPOrpammbl U BpaHamayep. Tem cambim Tbl
obe3onacuuib cebs OT 3aKayKu BMpPYCa Ha TBOE YCTPOIACTBO;

3. MNpu ucnonbszosaHum Wi-Fi oTKAoun pyHKumio "O6Wmin aocTyn K dpainnam 1 npuHTepam'.
[aHHan GyHKUMA 3aKpbITa NO YMOAYAHUIO, OAHAKO HEKOTOPbIE NONb30BaTE/NM
aKTUBMPYIOT ee aNA yaobCcTBa MCNob30BaHUA B paboTte uau yuebe;

4. He ncnonb3yn nybamnyHbin WI-Fl gnsa nepenaum nMUHbIX A4aHHbIX, Hanpumep 444 Bbixoaa
B COLMA/IbHbIe CETU U/IN B INEKTPOHHYIO NOYTY;



Mcnonb3yit ToNbKo 3awmLLeHHOe coeanHeHune Yyepes HTTPS, a He HTTP, T.e. npu Habope
Beb-agpeca ssoan umeHHo "https://";

B MmobunbHoM TenedpoHe oTkAtoumn dyHKUMo "MoakntoveHne K Wi-Fi aBTomaTuyecku'.
He gonyckalh aBToMaTMYeCcKOro NoaKAYeHUs ycTpolictea K cetam Wi-Fi 6e3 TBoero
cornacums.

CoumanbHble ceTu

COLI,VIaﬂbeIe CeTn aKTUBHO BXOAAT B Hally XXMU3Hb, MHOIne nroau pa60Tar0T N XKUBYT TaM NOCTOAHHO.
MHorve nonb3oBaTenn He NOHMMALOT, YTO MHGOPMALMA, Pa3MELLLEHHAA UMU B COLMaNbHbIX CETAX,
MOXeT ObITb HaNAEeHa N UCNONb30BAHA KEM YrOAHO, B TOM YMC/ie He 06s3aTesibHO ¢ baarumm

HamMepeHUaMu.

OcHoBHble coBeTbl No 6e3onacHoOCTX B CoOUMaNbHbIX CETAX:

1.

OrpaHuyb CNUCOK Apy3en. Y Tebs B Apy3bsax HE A0/IKHO ObITb C/Iy4alHbIX U HE3HAKOMbIX
nopen;

3awmiLal CBOK YacTHYHO XM3Hb. He yKasbiBan naposun, TenedoHbl, agpeca, AaTy TBOEro
POXKAEHUA U APYIYIO IMUYHYIO MHGOPMALMIO. 3N10YMbILLAEHHUKM MOTYT UCNONb30BaTb
Aaxe MHOOPMaLUIO O TOM, KaK Tbl U TBOW poauTenu naaHMpyeTe NPoBECTU KaHWUKYbI;

3awmilal cBol penyTaLuio - AEPXKN ee B YNCTOTE M 3a4aBali cebe Bonpoc: XxoTes bbl Thbl,
yTOBbI APYr1e Noib3oBaTeNM BUAEAN, YTO Thbl 3arpyxaellb? Moaymaid, npexae yem 4To-
TO ony6/MKOBaTb, HaNMUCaTb U 3arpy3unThb;

EC/nv Tbl rOBOPULLb C /IOAbMM, KOTOPbIX HE 3HaEllb, He UCNOAb3Yi CBOE peasnbHOe MMA U
APYIYI0 IMYHYI0 MHOOPMaLIMK: UMS, MECTO KMUTE/IbCTBa, MecTo yuebbl 1 npouee;

MN3berali pasmelLeHma ¢otorpaduin B UHTEpHETe, rae Tbl M306paXKeH Ha MeCTHOCTH, Mo
KOTOPOI MOKHO ONpPeaennTb TBOE MECTOMO/IOKEHUE;

Mpu perucTpaumm B COLMaNbHOM ceTu He0BX0AMMO MCMOIb30BaTb CI0XKHbIE NAPOAHn,
cocToAwme 13 6yKB M UMdP U C KONMYECTBOM 3HAKOB He MeHee §;

[ns coumanbHoM cetT, NouTbl U APYrUX CalToB HEOBXOAMMO UCNONbL30BaTh PasHble
napoau. Toraa ecnn Tebs B3NOMAIOT, TO 3/10YMbILWAEHHMKM NOAYYaT AOCTYN TONbKO K
O4HOMY MECTY, a He BO BCe Cpasy.

3}18KTpOHHbIe AeHbrn

3I'IEKTp0HHbIe AEHbIN - 3TO O4YEHb yAO6HbIﬁ cnocob nnaTemeVl, OAHAKO CylweCcTBYHOT MOLWEHHUKN,
KOTOpblE XOTAT NONYYNUTb 3TN AEHDbIN.

3/18KTpOHHbIe AeHbrn NnoABNANCb coBCEM HEAABHO U MUMEHHO 1U3-3a 3TONO BO MHOTUX rocyaapcreax Ao
CnX NOpP HE NPONMNCaHO NPO HNX B 3aKOHaAX.

B Poccum e OHM GYHKLMOHMPYIOT M O HUX Y¥Ke NPOMNMUCaHO B 3aKOHE, FAe UX Pa3aenatoT Ha HECKONbKO
BMA0B - aHOHMMHbIE U He aHOHUMHbIE. PasHMLA B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX



paspellaeTca NpoBoAUTb onepaumn b6e3s ngeHTMPUKaLnmn Nnoab3oBaTens, a B HEAHOHUMHbIX
naeHTUPUKaLMa NoNb30BaTENA ABAAETCA 00A3aTe/IbHOM.

TaKk:Ke cnefnyeT pasnnyaTh 3N1EKTPOHHbIe dUaTHble AeHbIM (PaBHbI FOCYAAPCTBEHHbIM BaIlOTaM) U
3/1eKTPOHHbIe HedMaTHble AeHbrM (He paBHbl rOCYAapCTBEHHbIM BalOTaMm).

OcHOBHble coBeTbl N0 6e30nacHoM paboTe C 3/IEKTPOHHbIMKN AeHbramm:

1. MpuBAXKKM K c4ETY MOBUbHBIV TenedoH. ITo caMbili YA06HbIM 1 BbICTPbIN CNocob
BOCCTAHOBWTb A4OCTYN K cyeTy. [puBA3aHHbIN TeiedOoH NOMOMKeET, ecau 3abyaellb CBOM
nnaTeXHbl Napoab NN 3alngeLlb Ha CalT C HE3HAKOMOTO YCTPOMCTBA;

2. Wcnonb3yi ogHopasosble naponu. MNoc/ie nepexoaa Ha yCUNEHHYI0 aBTopusaumio Tebe
yXe He ByaeT yrposKaTb ONacHOCTb KPaXku MW nepexsaTta NAaTexHoro napons;

3. Bbibepwu c/I0XKHbIN Naposib. MpecTynHUKam 6yaeT He NPOCTO yraZaTb C/I0XHbIM Napob.
HagesHble Napoan - 3To Napoan, KOTopble CoAaep KaT He MeHee 8 3HaKOB U BK/IoYaloT B
cebA CTPOYHble U NPONUCHbIe BYKBbI, LMPPbI U HECKONIbKO CUMBOJIOB, TAaKME KaK 3HaK
fonnapa, GyHTa, BOCKAMLATENbHbIN 3HAK 1 T.n. Hanpumep, StRONg!;;

4. He BBOAM CBOU /INYHbIE AAHHbIE HA CailTax, KOTOPbIM He AoBepsAeLllb.

DNeKTPOHHaA noyTa

DNeKTPOHHas MnouTa - 3TO TEXHONOMMA M NPEA0CTaBAAEMbIE €10 YCAYTM N0 NEPEChINKE U NONYYEHUIO
3NEKTPOHHbIX COOBLLLEHN, KOTOPbIE PAaCNpPeaenatoTCs B KOMNbOTEPHOMN ceTn. OObIYHO 3/1IEKTPOHHbIN
NOYTOBLIN AWMK BbIMAAUT Ceayowmm 06pasom: MMA_N0Ab30BaTeNA@MMA_LOMeHa. TaKkKe Kpome
nepezayn NPOCTOro TeKCTa, UMeeTcA BO3MOMKHOCTb NepeaaBatb Ganbl.

OcHoBHble coBeTbl N0 6e3onacHoi paboTe C 3N1eKTPOHHOM NOYTOM:

1. Hago BbibpaTb NPaBW/IbHbIA NOYTOBbIM CEPBUC. B MHTEPHETE €CTb OrPOMHbIN BbIOOP
6ecnnaTHbIX MOYTOBbIX CEPBUCOB, O4HAKO yuLle AOBEPATL TEM, KOFO 3HAELb M KTO
nepBblil B PEUTUHTE;

2. He yKa3sbliBait B IMYHOM nouTe MYHYI0 nHGopMaumio. Hanpumep, ayde BbibpaTb
"My3blKasbHbIN_paHaT@" nam "pok2013" BmecTo "Temal3";

3. Wcnonb3yn AByxaTanHylo aBTOpPMU3aLUmMIo. ITO KOr4a MOMUMO Napoa HYXKHO BBOAUTL
Kog, npucblaaemsiii no SMS;

4. Bblbepu CNOXKHbIN Naponb. 1A KaXKA0ro NOYTOBOIO ALLMKA AO/KEH ObITb CBOM
HaAEXHbIIN, yCTOMYMBBIN K B3/IOMY NApO/b;

5. Ecnm ecTb BO3MOXKHOCTb HanucaTb camomy CBOW JINYHBIN BOMNpOC, MCFIOI'Ib3y17I 3Ty
BO3MOXHOCTb;,

6. Mcnonb3yii HECKO/IbKO MOYTOBBIX ALLMKOB. MepBblii 417 YaCTHOM Nepenmnckuy ¢
ajipecatamu, KOTOPbIM Tbl A0BepAeLlb. ITO INEKTPOHHbIN agpec He HaAo UCMNOo/Ib30BaTh
npu perncTpaunm Ha popymax 1 caiTax;

7. He oTKpbiBait dalinbl M Apyrve BAOXKEHUA B MUCbMAaX, AaXKe €CAN OHU NPULLAN OT TBOUX
Apy3en. Jlydwe yTouyHW y HUX, OTNPABASIM 1N OHK Tebe 3Tn daitnbl;



8. TMocne oKoHYaHUA paboTbl HAa MOYTOBOM CepBUCe Nepes 3aKpPbITUEM BKNALKM C CAlTOM
He 3abyab HaXKaTb Ha "BbinTn".

KnbepbynanHr unm BupTyanbHoOe U3aeBaTeNbCTBO

KnbepbynnuHr - npecnegoBaHve COOBLLEHUAMM, COAEPMKALLMMM OCKOPONEHMS, arpeccuto, 3anyrmBaHue;
XY/IMFAaHCTBO; CoLManbHoe BOMKOTMPOBAHNE C MOMOLLBIO PA3/IUYHbIX MHTEPHET-CEPBMCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KnbepbynanHrom:

1. He 6pocaica B 60it. Jlyuwmnin cnocob: NoCoBETOBATLCA Kak cebsa BECTU U, eCIN HET TOro,
K KOMY MOXHO 06paTUTbCA, TO BHa4ase ycnokouTbes. Ecam Tbl HavHellb oTBeYaThb
OCKOPOBAEHUAMMN Ha OCKOPOBAEHUA, TO TONbKO elle 60/blie pa3oXKKellb KOHG/UKT;

2. ¥Ynpasnai cBoen kKubeppenytaumen;

3. AHOHMMHOCTb B CETU MHUMASA. CyLI.I,ECTBYPOT cnocob6bl BbIACHUTb, KTO CTOUT 34
dHOHUMHbIM aKKayHTOM,;

4. He cTOUT BECTU XYINMTAHCKUI 0Opas3 BUPTYaNbHOM KMU3HU. UHTEpHET GUKCUPYET BCe TBOU
OENCTBUA N COXPAHSAET UX. YAANuUTb UX byaeT KpaliHe 3aTpyAHUTENbHO;

5. Cobntogait cBOK BUPTYa/IbHYO YECTb CMOOAY;

6. WrHopupyi eguHUYHbIN Heratuse. OAHOPa30Bble 0CKOpPbUTEbHbIE COOBLLEHMSA Nydlle
urHopuposaTtb. OBbIYHO arpeccus NPeKpPaLLaeTca Ha HauyanbHOW CTaanu;

7. bBaH arpeccopa. B nporpammax o6meHa MrHOBEHHbIMW COOBLLEHUAMMU, B COLUMANbHBIX
CeTAX eCTb BO3MOMHOCTb 6/10KMPOBKM OTNPaBKM COOBLLEHMI C ONpeae/ieHHbIX aApecos;

8. Ecau Tbl cBMAETENb KNbepbynnuHra. TBon 4elcTBUA: BbICTYNUTb NPOTUB
npecnenoBaTtensa, NoKas3aTb My, YTO ero AeiCTBUA OLLEHWNBAKOTCA HEraTUBHO,
NoAAEpKaTb KEPTBY, KOTOPOW HY}KHA NCUXONOMMUYECKAA NOMOLLb, COOBLNTL B3POC/IbIM
0 daKTe arpeccMBHOro NoBeaeHUs B CETU.

MobunbHbIl TenedoH

CoBpemeHHble CMapTdOHbI M NAAHLWETbI CoAeprKaT B cebe BNoAHe B3pOC/blit GyHKUMOHAN, 1 TeNepb OHU
MOTYT KOHKYPMPOBATb CO CTaLLMOHAPHbIMWU KOMMbloTepamu. OAHAKO, CPEACTB 3aLMTbl ANA NOA0OHbIX
YCTPOMCTB MOKA O4EHb Mas0. TeCTMPOBaHWE M NOUCK YA3BUMOCTEN B HUX MPOUCXOANT He TaK
MHTEHCUBHO, KaK a.a MK, To e camoe Kacaetca M MOBUIbHbIX NPUNOKEHUIA.

CoBpemeHHble MObubHbIe bpay3epbl y:Ke NPAKTUYECKU JOTHAAM HAaCTO/IbHbIe aHaIorM, OA4HaKo
pacwupeHne GpyHKLMOHANA BeYeT 3a CO60M 60/bLLIYIO CNOKHOCTb M MEHbLLYHO 3aLLMLLEHHOCTb.

[aneko He Bce NPOM3BOAUTENN BbINYCKalOT 06HOBAEHMSA, 3aKPbIBAIOLLME KPUTUUYECKNE YASBUMOCTU ANA
CBOMX YCTPOWCTB.

OcHOBHble coBeTbl A1a 6esonacHocTM mobuabHoro TenedoHa:

1. Hwyero He siBNsieTcA no-HacToswwemy becnnaTHbIM. Byab 0CTOPOXKEH, Beab Koraa Tebe
npeanaratoT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT BbITb CKPbITbl KAKME-TO NaaTHbIe YCAyru;



2. [yman, npexae yem otnpasutb SMS, ¢oTo nam sngeo. Tol TOYHO 3HaELWb, Fae OHM byayT
B KOHEYHOM utore?

3. Heobxoanmo obHOBNATbL ONepPaLNOHHYIO CUCTEMY TBOEro cMapTdOHa;
4. Wcnonb3yit aHTUBUPYCHbIE NPOrpaMmbl AN MOBUAbHbIX TenedoHOoB;

5. He 3arpy>+<al7| NPUNOXKEHNA OT HEN3BECTHOTO NCTOYHWMKA, BEAb OHU MOTYT COAEpP*KaTb
BPEOJOHOCHOE NporpaMmmHoe o6ecnequme;

6. [locne Toro Kak Tbl BblliZieWb C caTa, rae BBOAWUA IMYHYO MHPOpPMaLMio, 3ailam B
HacTpoiKK bpaysepa un yaanu cookies;

7. I'Iepmo,u,mqecr(vl I'IpOBEpﬂVI, KaKune nnaTtHble YCNYyrn akKTuBnpoOBaHbl HA TBOEM HOMEPE;

8. [aBait cBoM HOMep MObBUIbHOTO TenedpoHa TONbKO NOAAM, KOTOPbIX Tbl 3HAELWb U KOMY
AosepAellb;

9. Bluetooth gonkeH 6bITb BbIKAKOYEH, KOTAa Tbl UM He No/b3yellbes. He 3abbiBait MHoraa
npoBepATb 3T0.

Online urpbl

CoBpeMeHHble OHMaNH-UrPbI - 3TO KPacoYHble, 3aXBaTblBalOLLIME Pa3BAeUYeHUs, 06beaAMHSAIOLLIME COTHU
TbICAY YE/IOBEK NO BCEMY MUPY. UrPOKN UCCAeaytOT AaHHbIA MM MUp, 06LWat0TCA APYr C APYroM,
BbINO/IHAIOT 334aHWA, CPAXKAOTCA C MOHCTPaMM U MOYHALOT OMbIT. 3a YA0BO/IbCTBME OHU MNAATAT:
MOKYNaloT AMCK, ON1aunBatoT abOHEMEHT MK NPUOBPETAIOT KaKMe-To ONuUum.

Bce 3T cpeacTBa MAYT HA NOAAEPKAHWE U PA3BUTME UTPbI, @ TaKXKe Ha camy 6e30MNacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3aLMK, BbIMYCKAOTCA HOBble NaTym (UMdpPOoBbIe 3anaaTku ans
nporpammy), 3aKpblBatoTCA YA3BUMOCTU CEPBEPOB.

B I'IO[I,O6HbIX nrpax CTounT onacaTtbCA He CTOJ/IbKO CBOUX CONEPHUKOB, CKOJIbKO Kpa*Xn TBOEro naposA, Ha
KOTOPOM OCHOBaHa CUCTEMa aBTOPU3aUnKn 60/1bLINHCTBA urp.

OcHoBHble coBeTbl No 6€30NacHOCTU TBOEro MUrpoBOro akkayHTa:

1. Ecnw gpyroi urpok Beget ceba nnoxo nam cosgaet tebe HeNpUATHOCTM, 3a610KMpPYI ero
B CMUCKE UFPOKOB;

2. I‘Iomanyﬁcn AOMUNHUCTPATOPaM UTPbl Ha NJ1I0X0e nNosBeaeHme 3Toro Urpoka, XenatesbHo
NPUNOXNUTb KaKne-To A0Ka3aTe/ibCTBa B BUAE CKPUHOB;

3. He yKka3biBali IMYHYIO0 MHbOPMaLMIO B npodaiiie urpbl;
4. YBaall ApYrnx y4acTHUKOB MO UTpe;

5. He yctaHaBnuBai HeoduLUManbHbIe NATYU U MOAbI;

6. Wcnonb3yi cnoxkHble U pasHble Naponu;

7. [axe BO BpemMA UTPbl He CTOUT OTKAOYaTb aHTUBMPYC. OKa Tbl Urpaellb, TBOM
KOMMNbIOTEP MOTYT 3apa3suTh.



PUWKHT nu Kpaxa TNYHbIX AaHHbIX

Ob6bIYHOM Kpakel AeHEr U LOKYMEHTOB CEroAHS YXKe HUKOFo He yAUBULIb, HO C Pa3BUTUEM UHTEPHET-
TEXHO/IOMMI 310YMbILUAEHHUKM NEPEMECTUINCE B UHTEPHET, N NPOAOAXKAIOT 3aHMMATbLCA "Ntobumbim"
aenom.

Tak nosiBUMacb HOBas Yrpo3a: UHTEPHET-MOLLIEHHNYECTBA UAU GULLNHT, I1aBHas Le/lb KOTOPOro COCTOMUT
B MOJIYYEHUN KOHOUAEHLMANbHBIX AAHHbIX NO/b30BaTE/eN - NOTMHOB U Naposiei. Ha aHInMCKoM s3biKe
phishing unTtaetcs Kak ¢uwmHr (ot fishing - pbibHaa noena, password - naponsb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULINHIOM:

1. Cnepau 3a cBOMM aKKayHTOM. Ecnm Tbl nogo3peBaellb, YTO TBOA aHKeTa bblna B3/IoOMaHa,
TO HeobxoaMmo 3abNOKMPOBATL €€ U COOBLMUTL aAMUHUCTPATOPAM pecypca 06 sTom
KaK MOXHO CKopee;

2. Wcnonbsyl 6esonacHble Be6-caiiTbl, B TOM YMCAE, MHTEPHET-MArasmHOB M NOUCKOBbIX
cuctem;

3. Mcnonb3yii CNoXKHble 1 pasHble Napoaun. Takum obpasom, ecam Teba B31OMaltoT, TO
3/I0YMbILLIEHHUKM NOAYYaT A4OCTYN TOMbKO K OAHOMY TBOEMY NPOdUIO B CETU, @ HE KO
BCEM;

4. Ecnu 1ebs B3noManun, To HeobxoanMmo npenynpesmTb BCEX CBOMX 3HAKOMbIX, KOTOpble
nobasneHbl y Tebs B 4py3bax, 0 TOM, YTO Tebs B3IOMANM U, BO3MOXKHO, OT TBOETO MMEHMU
OyaeT paccbiNaTbCA CNam U CCbIJIKM Ha GULLIMHTOBbIE CalThI;

5. YcTaHoBM HageXHbIn naposnb (PIN) Ha MOBUAbHbLIN TenedoH;
6. OTKAOYM coxpaHeHWe napons B 6paysepe;

7. He oTtkpbiBait palinbl u Apyrue BAOXKEHUA B MUCbMAX, AaKe ec/in OHW NPULLAN OT TBOMX
Apy3ei. Jlyywe yTOYHU Y HUX, OTNPABAAAN N OHK Tebe 3T dalinsbl.

Umndposan penyTtauma

Lndposan penytaums - sTo HeraTMBHasA UKW NO3UTMBHAA MHPOPMaLLMA B CETU O Tebe.
KomnpomeTupytowasa nHdopmaLms, pasMelLleHHasa B UHTEPHETE, MOXKET Cepbe3HbIM 06pasom
OTPa3UTbCA Ha TBOEW peasibHOM XusHU. "Lndposas penytauma" - aTo TBOM MMUAXK, KOTOPbLIN
dopmumpyeTca ns nHdopmauum o Tebe B MHTEPHETE.

TBOE MeCTOo XKUTeNbCTBa, y’-IE6bI, TBOE d)MHaHCOBOG noNnoXxeHwne, ocobeHHOCTH XapaKTepa n pacCKka3sbl O
6/IM3KMX - BCE 3TO HaKaN/IMBAETCA B CETU.

MHoru1e nogpPoCTKM IETKOMbIC/IEHHO OTHOCATCA K Ny6AMKauum AnyHo nHdopmauumn B MHTEepHeTe, He
NMOHMMas BO3MOMKHbIX MOCNeACTBUA. Tbl farKe He CMOMKeLb A0rafaTbcA 0 TOM, 4To poTorpadums,
pasmelleHHan 5 feT Hasag, cTafa NPUUYNHOI OTKa3a NPUHATL Teba Ha paborTy.

KommeHTapuu, pasmelleHne TBonx potorpaduii u apyrme gencTsnsa MOryT He UCYE3HYTb AarKe nocse
TOrO, KaK Tbl MX yAanuLWb. Tbl HE 3HAELLb, KTO COXPaHWA 3Ty MHPOPMALLMIO, MoNasaa i OHa B MOMCKOBbIE
CUCTEMbI U COXPAHMNACH /I OHA, @ TNMABHOE: YTO NOAYMALOT 0 Tebe OKpyrKatoLme Noam, KoTopble HanayT
W yBMAAT 3T0. HanTn nHbopmaumio MHOIO NIET CRYCTA CMOMKET /11000 - Kak 13 A06pbIX NOBYKAEHUN, TaK
N C HAMEPEHUEM MPUUNHUTD Bpes,. ITO MOXKET ObITb KTO YyroaHo.



OCHOBHble COBETbI NO 3aLmTe LMdPOBOIN penyTaumumn:

1. Moaymali, npexae 4em 4yto-To NybaMKoBaTh U nepeaasatb y cebna B 6510re nan B
couyanbHOM ceTu;

2. B HacTpo#Kax npodumas ycTaHOBU OrpaHMYEHNs Ha NPOCMOTP TBOEro Npoduas 1 ero
coaeprKMMoro, caenai ero Tonbko "ana apysen”;

3. He pasmeLliali U He yKasblBah MHPOPMaLMIO, KOTOPAsA MOXKET KOro-1nmbo ockopbaaThb
Unn obumKaTthb.

ABTOpCKOE NpaBo

CoBpeMeHHble WKOJIbHUKK - aKTUBHbIe No/b3oBaTenn umMdpoBoro npocrpaHcTea. OQHaKo AaneKko He Bce
3HAIOT, YTO NO/IL30BAHME MHOTMMM BO3MOXKHOCTAMU LUMdPOBOro mmpa TpebyeT cobaoaeHms npas Ha
WMHTENNEKTYaIbHYI0 COBCTBEHHOCTb.

TepmuH "MHTENNEeKTya/IbHas COBCTBEHHOCTL" OTHOCUTCS K Pa3/iInyHbIM TBOPEHUSIM YE/I0BEYECKOTO YMa,
HauyMHasA C HOBbIX M306peTeHMIA U 3HaKoB, 0603HaYaOLMX COBCTBEHHOCTb Ha NPOAYKTbI U YCAYTU, U
3aKaH4YnBaA KHUramu, ¢0TOFpa¢)MﬂMM, KMHOCI)VIﬂbMBMVI MU My3blKa/ibHbIMU NponssegeHNAMN.

ABTOpPCKMe npasa - 3TO NpaBa Ha UHTE//IEKTYa IbHYI0 COBCTBEHHOCTb Ha NPON3BEAEHMA HAYKM,
NIMTepaTypbl U UCKYCCTBa. ABTOPCKME NPaBa BbICTYNalOT B Ka4eCTBe rapaHTUM TOro, YTO
WHTENIEKTYaNbHbIA/TBOPYECKMIA TPYA, aBTOPa He ByaeT HanpacHbIM, AacT emy CrpaBea/iMBble
BO3MOMKHOCTM 3apaboTaTh Ha pe3ynbTaTax CBOEro Tpyaa, Noay4YmTb M3BECTHOCTb U NPpU3HaHMe. HUKTo
6e3 paspeLleHuns aBTopa He MOXKeT BOCMPOM3BOANTb €ro NpoM3BeaeHNe, PacnpoCcTpaHATb, Ny6ANYHO
[EMOHCTPUPOBaTb, MPOAABaTh, UMMNOPTMPOBATb, MYCKaTb B NPOKAT, Ny6JAUUYHO UCNONHATD,
MOKa3blBaTb/MCNOMHATL B 3pupe namn pasmeLlaTtb B MHTepHeTe.

Mcnonb3oBaHKWe "nmupaTtckoro” nporpaMmHoro obecnevyeHns MoOXeT NPUBECTM K MHOTUM PUCKaM: OT
noTepu AaHHbIX K TBOMM aKKayHTam A0 6/10KMPOBKM TBOErO YCTPOWCTBA, rae YCTaHOB/IEHA HeslerasibHas
nporpamma. He cTouT Takxe 3abbliBaTb, UTO CyLLECTBYIOT SIeraibHble U BecniaTHble NPorpammebl,
KOTOPbIEe MOMHO HaliTK B CETU.



